A REPORT OF

ON

CYBER SECURITY & ETHICAL HACKING

ORGANIZED BY
DEPARTMENT OF COMPUTER SCIENCE AND APPLICATION

ATAL BIHARI VAJPAYEE VISHWAVIDYALAYA, BILASPUR (C.G.)

IN ASSOCIATION WITH
DATE: 26-30
MARCH, 2024

EICT
ACADEMY, IIT
KHARAGPUR

SUPPORTED BY

ISEA CLUB

UNDER THE MoU BETWEEN
DEPARTMENT OF COMPUTER SCIENCE AND APPLICATION

ATAL BIHARI VAJPAYEE VISHWAVIDYALAYA, BILASPUR (C.G.)

AND
T KHARAGPUR




EVENT DETAILS

The One-Week Online Student Development Programme (SDP) organized by the ISEA Club of
the Department of Computer Science and Application at Atal Bihari Vajpayee
Vishwavidyalaya, Bilaspur (C.G.), in collaboration with the EICT Academy, IIT Kharagpur,
was successfully conducted from 26™ to 30" March, 2024. The SDP aimed to enhance the
technical and professional skills of the participating students and provide them with valuable
insights into the latest advancements in the field of computer science and technology. Mr.
Jeetendra Kumar efficiently coordinated the program, ensuring smooth execution of various
activities and sessions throughout the week. Dr. H.S. Hota, the Convenor of the program,
played a pivotal role in overseeing the overall planning and organization.

A total of 89 enthusiastic students participated in the SDP, representing a diverse range of
backgrounds and interests within the field of computer science. The program featured a
comprehensive curriculum consisting of workshops, lectures, hands-on sessions, and interactive
discussions, covering a wide array of topics such as programming languages, web development,
data science, artificial intelligence, and cybersecurity. Eminent faculty members, industry
experts, and alumni were invited to deliver insightful lectures and conduct practical sessions,
providing participants with valuable industry perspectives and real-world applications of
theoretical concepts. The interactive nature of the sessions allowed students to clarify their
doubts, engage in meaningful discussions, and gain practical experience in various domains of
computer science.

Throughout the program, participants actively participated in coding challenges, group projects,
and hackathons, showcasing their creativity, problem-solving abilities, and teamwork skills.
The collaborative learning environment fostered innovation and encouraged students to explore
new ideas and technologies.

The SDP also provided networking opportunities for students to interact with peers, mentors,
and professionals from the industry, enabling them to build valuable connections and expand
their professional network.

In conclusion, the One-Week Online Student Development Programme organized by the ISEA
Club was a resounding success, empowering participants with the knowledge, skills, and
confidence to excel in the field of computer science. The program served as a platform for
continuous learning, skill enhancement, and personal growth, reaffirming the commitment of
Atal Bihari Vajpayee Vishwavidyalaya to fostering excellence in education and research in the

field of computer science and technology.
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PARTICIPANTS

S.No. Name Institute
1 Aanchal Dewangan Atal Bihari Vajpayee University, Bilaspur (C.G.)
2 Abhishek Kamal Atal Bihari Vajpayee University, Bilaspur (C.G.)
3 Abhishek Kesharwani Atal Bihari Vajpayee University, Bilaspur (C.G.)
4 Abhishek Rushiya Atal Bihari Vajpayee University, Bilaspur (C.G.)
5 Akanksha Gautam Atal Bihari Vajpayee University, Bilaspur (C.G.)
6 Akanksha Singaur Atal Bihari Vajpayee University, Bilaspur (C.G.)
7 Akhilesh Pratap Atal Bihari Vajpayee University, Bilaspur (C.G.)
8 Aman Kurrey Atal Bihari Vajpayee University, Bilaspur (C.G.)
9 Amitesh Verma Atal Bihari Vajpayee University, Bilaspur (C.G.)
10 Anjali Khargvanshi Atal Bihari Vajpayee University, Bilaspur (C.G.)
1 Anjani Kashyap Atal Bihari Vajpayee University, Bilaspur (C.G.)
12 Ankit Barai Atal Bihari Vajpayee University, Bilaspur (C.G.)
13 Arya Agrawal Atal Bihari Vajpayee University, Bilaspur (C.G.)
14 Asha Sidar Atal Bihari Vajpayee University, Bilaspur (C.G.)
15 Ashish Singh Thakur Atal Bihari Vajpayee University, Bilaspur (C.G.)
16 Ashutosh Agrawal Atal Bihari Vajpayee University, Bilaspur (C.G.)
17 Ayush Naik Atal Bihari Vajpayee University, Bilaspur (C.G.)
18 Bhuwan Singh Karsh Atal Bihari Vajpayee University, Bilaspur (C.G.)
19 Chandrakala Rathore Atal Bihari Vajpayee University, Bilaspur (C.G.)
20 Deepshikha Dahire Atal Bihari Vajpayee University, Bilaspur (C.G.)
21 Devlal Patel Atal Bihari Vajpayee University, Bilaspur (C.G.)
29 Divya Sahu Atal Bihari Vajpayee University, Bilaspur (C.G.)
23 Durga Kaushik Atal Bihari Vajpayee University, Bilaspur (C.G.)
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Fareeda Pathan

Atal Bihari Vajpayee University, Bilaspur (C.G.)




Geetanjali Soni

Atal Bihari Vajpayee University, Bilaspur (C.G.)
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26 Harshikha Dewangan Atal Bihari Vajpayee University, Bilaspur (C.G.)
27 Himanshu Sao Atal Bihari Vajpayee University, Bilaspur (C.G.)
28 Hitesh Chandra Atal Bihari Vajpayee University, Bilaspur (C:G.)
29 Karan Kumar Atal Bihari Vajpayee University, Bilaspur (C.G.)
30 Khushi Dewangan Atal Bihari Vajpayee University, Bilaspur (C.G.)
31 Kishan Kaushik Atal Bihari Vajpayee University, Bilaspur (C.G.)
32 Kriparam Kanwar Atal Bihari Vajpayee University, Bilaspur (C.G.)
33 Kuldeep Sahu Atal Bihari Vajpayee University, Bilaspur (C.G.)
34 Lema Dewangan Atal Bihari Vajpayee University, Bilaspur (C.G.)
35 Lucky Sagar Atal Bihari Vajpayee University, Bilaspur (C.G.)
36 Mahendra Patel Atal Bihari Vajpayee University, Bilaspur (C.G.)
37 Manish Tiwari Atal Bihari Vajpayee University, Bilaspur (C.G.)
38 Narendra Nirmalkar Atal Bihari Vajpayee University, Bilaspur (C.G.)
39 Neda Khan Khokhar Atal Bihari Vajpayee University, Bilaspur (C.G.)
20 Neetu Patel Atal Bihari Vajpayee University, Bilaspur (C.G.)
41 Nikhil Singh Atal Bihari Vajpayee University, Bilaspur (C.G.)
42 Nilesh Lakra Atal Bihari Vajpayee University, Bilaspur (C.G.)
43 Nisha Kumbhkar Atal Bihari Vajpayee University, Bilaspur (C.G.)
a4 Nitesh Kumar Dinkar Atal Bihari Vajpayee University, Bilaspur (C.G.)
45 Om Narayan Chandra Atal Bihari Vajpayee University, Bilaspur (C.G.)
46 Parul Kaushik Atal Bihari Vajpayee University, Bilaspur (C.G.)
47 Pavitra Velani Atal Bihari Vajpayee University, Bilaspur (C.G.)
48 Pinky Patel Atal Bihari Vajpayee University, Bilaspur (C.G.)
49 Pooja Kaiwart Atal Bihari Vajpayee University, Bilaspur (C.G.)
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Pooja Sahu

Atal Bihari Vajpayee University, Bilaspur (C.G.)




Poonam Kesharwan

Atal Bihari Vajpayee University, Bilaspur (C.G.)
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52 Pravin Bhargaw Atal Bihari Vajpayee University, Bilaspur (C.G.)
53 Priti Kashyap Atal Bihari Vajpayee University, Bilaspur (C.G.)
54 Pushpalata Sahu Atal Bihari Vajpayee University, Bilaspur (C:G.)
55 Pushpendra Atal Bihari Vajpayee University, Bilaspur (C.G.)
56 Putul Kumari Atal Bihari Vajpayee University, Bilaspur (C.G.)
57 Rameshwar Joshi Atal Bihari Vajpayee University, Bilaspur (C.G.)
53 Ravindra Kumar Shriwas Atal Bihari Vajpayee University, Bilaspur (C.G.)
59 Ritu Sahu Atal Bihari Vajpayee University, Bilaspur (C.G.)
60 Rohit Singh Thakur Atal Bihari Vajpayee University, Bilaspur (C.G.)
61 Rumila Xalxo Atal Bihari Vajpayee University, Bilaspur (C.G.)
62 Sahil Sonley Atal Bihari Vajpayee University, Bilaspur (C.G.)
63 Sanskar Sharma Atal Bihari Vajpayee University, Bilaspur (C.G.)
64 Satyam Patel Atal Bihari Vajpayee University, Bilaspur (C.G.)
65 Saumya Dewangan Atal Bihari Vajpayee University, Bilaspur (C.G.)
66 Shejal Chhabra Atal Bihari Vajpayee University, Bilaspur (C.G.)
67 Shiva Kumar Kewat Atal Bihari Vajpayee University, Bilaspur (C.G.)
63 Shivangi Pandey Atal Bihari Vajpayee University, Bilaspur (C.G.)
69 Shivangi Pathak Atal Bihari Vajpayee University, Bilaspur (C.G.)
70 Shruti Dansena Atal Bihari Vajpayee University, Bilaspur (C.G.)
71 Shruti Yadav Atal Bihari Vajpayee University, Bilaspur (C.G.)
79 Shweta Bhardwaj Atal Bihari Vajpayee University, Bilaspur (C.G.)
73 Shweta Sahu Atal Bihari Vajpayee University, Bilaspur (C.G.)
74 Somesh Kumar Yadav Atal Bihari Vajpayee University, Bilaspur (C.G.)
75 Srijan Mishra Atal Bihari Vajpayee University, Bilaspur (C.G.)

76

Suprit Banerjee

Atal Bihari Vajpayee University, Bilaspur (C.G.)




Suryakant Ratre

Atal Bihari Vajpayee University, Bilaspur (C.G.)
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78 Svejal Gupta Atal Bihari Vajpayee University, Bilaspur (C.G.)
79 Swapnil Pandey Atal Bihari Vajpayee University, Bilaspur (C.G.)
30 Syed Irfan Ali Atal Bihari Vajpayee University, Bilaspur (C:G.)
81 T. Anisha Atal Bihari Vajpayee University, Bilaspur (C.G.)
82 Tanu Bharti Atal Bihari Vajpayee University, Bilaspur (C.G.)
83 Tanupriya Sao Atal Bihari Vajpayee University, Bilaspur (C.G.)
84 Tanya Gupta Atal Bihari Vajpayee University, Bilaspur (C.G.)
85 Tumesh Atal Bihari Vajpayee University, Bilaspur (C.G.)
86 Vasudev Atal Bihari Vajpayee University, Bilaspur (C.G.)
g7 Vinod Singh Yadav Atal Bihari Vajpayee University, Bilaspur (C.G.)
83 Vishal Jangade Atal Bihari Vajpayee University, Bilaspur (C.G.)

89

Yashwant Pratap Singh

Atal Bihari Vajpayee University, Bilaspur (C.G.)
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starting Nmap

map scan report

Host is up (9.00063s latency).

Not shown: 997 closed tcp ports

PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 6.7p1 Debian 5sdebBu4 (protocol 2.0)

ssh-hostkey:

1024 ec:61:97:9F:4d:ch:75:99:59:d4:cl:ch:d4:3e:d9:dc (DSA)
2048 B89:99:¢4:54:92:18:66:F7:cd:Be:ab:bb6:aa:31:2e:¢c6 (RSA)

'
256 60:be:dd:8f:1a:d7:a3:f3:fe:21:cc:2¥:11:30:7b:0d (ECDSA)

_ 256 39:d9:79:26:60:3d:6C:a2:1e:8b:19:71:¢c0:e2:5e:5¢ (ED25519)
80/tcp open bhttp Apache httpd 2.4.10 ((Debian))
_http-title: Clean Blog - Start Bootstrap Theme
_http-server-header: Apache/2.4.10 (Debian)
111/tcp open rpcbind 2-4 (RPC £100000)
rpcinfo:
program v
100000 2
2
3

ersion port/proto service
3,4 111/tcp rpcbind
100000 = 111/udp rpcbind
100000 oA 111/tcpb rpchind
100000 111/udpé rpcbind
100024 33404/tcpd  status
100024 37560/udpb status
100024 37607 /tcp status

100024 ] 52624 /udp status
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Proposed System
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1 Penetration Testing

Vulnerability Assessment through Web Implementing attacks through
.
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L
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: Capturing Root flag @ T @ Accessing Data

Clearing & Exiting

* Hping can be used o send large volumes of TCP traffic at a target while
spoafing the souwrce 1P addre making it appear random or even orginating
from 3 specific user-defined source

« hping3 IS a retwork tool able to send custom ICVMP/UDP/TCP packets snd to display
target rephes like ping does with ICMP replies. It handles entaton and
arbitrary packetl body and size, and can be used 1o transfer fles under
supported prolocols
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TECHNIQUES OF DOING DDOS
ATTACKS

Buffer overflow attacks — the most common DoS attack. The concept is to send more traffic to a network address
than the programmers have built the system to handle. It includes the attacks listed below, in addition to others that
are designed to exploit bugs specific to'certain applications or networks

ICMP flood — leverages ::m,.c.::m_:m; network devices by sending spoofed packets that ping every computer on the
targeted network, instead of jusf one specific machine. The network is then triggered to amplify the traffic. This

attack is also known as the smurf attack or ping of death.

SYN flood — sends a request to connect to a server, but never completes the handshake. Continues until all open
ports are saturated with requests and none are available for legitimate users to connect to.

Other DoS attacks simply exploit vulnerabilities that cause the target system or service to crash.

An additional type of DoS attack is the Distributed Denial of Service (DDoS) attack. A DDoS attack occurs when
multiple systems orchestrate a synchronized DoS atfack 1o a single rarget.
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NATIONAL VULNERABILITY DATABASE

NOTICE

General
NIST is curr2ntly working Lo =stablish a consortium e addr =ss challsngesin
the NVD program and develop improv ed teols and methods. You will
temporarily 322 delaysin analysis «fferts during this transition, We apologiz e
for the incanvenisnce and ask for your patlsnce as we work to Improve the

Vulnerabilities
Vulnerability Metrics
Products
Developers

Contact NVD
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